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Abstract

In systems with complex interactions such as 10T systems, it is difficult to prevent recurrence sufficiently by
analysis based on the conventional accident model, and analysis based on a new accident model is needed. Also,
in 10T systems, it is necessary to consider safety and security at the same time. However, there are few accident
analysis cases using the new accident model, and its application is not widespread. In this paper, we apply CAST
and FRAM to published security incidents, and show that the accident analysis method in the safety field is
effective for security incident analysis. Furthermore, through analysis, we show when each method can be
applied effectively.
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