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Methodology for Deriving Countermeasures for a Hazard in a System with
Multiple Controllers Cooperating with Each Other Using STAMP/STPA and

Event Sequence Diagrams
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Abstract We have applied the safety analysis method STAMP/STPA to the safety design of controllers for
spacecraft systems that have multiple controllers that cooperate with each other for mission execution and safety.
However, it has been difficult to derive countermeasures against hazard scenarios considering the architectural
hierarchy only by STAMP/STPA. Therefore, we developed a method to support deriving countermeasures by
visualizing the hazard scenarios derived by STAMP/STPA in event sequence diagrams and clarifying the timing
and assumptions for taking countermeasures. This paper describes the method and the results of applying the
method to two actual systems.
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